
The Digital Bank 
of Choice

Customers

• User-friendly, convenient and 

safe online platforms to 

perform banking transactions.

• Ensure protection of personal 

data with the bank.

• Stable technology applications 

and a secure business/system 

environment.

Investors

• Focused, disciplined execution 

of digital initiatives that will 

improve customer experience, 

yield process optimisation 

and cost savings for the 

organisation in the long-run.

Employees

• Seamless work connections 

that allow for flexible work 

arrangements.

• Strong cyber security systems 

and protocols that promote 

a safe work environment.

Communities

• Cont inuous  awareness 

creation on cyber phishing 

and putting in place relevant 

preventive measures. 

Regulators

• Proper  adherence and 

execution of risk controls 

and mitigations.

• Ensure systems are well 

maintained and are able to 

sustain high uptimes.

STRATEGIC OBJECTIVE

Maybank aspires to be the Digital Bank of Choice as part of the Group’s Maybank2020 strategic objectives. In a rapidly evolving digital environment, our commitment 

is anchored on preserving robust customer relationships by cultivating trust, relevance and convenience through our offerings. We will accomplish our  

aspirations by:

• Engaging our customers to obtain direct feedback about our digital platforms, and adapting their needs into future designs in order to ensure what we offer 

adds value and enhances our customer proposition.

• Learning customer lifestyle patterns to identify opportunities for us to expand our suite of mobile and online banking solutions. The existing Maybank digital 

ecosystem which has been created internally is designed to deliver a hassle-free, lifestyle enriching experience, and, more often than not, is the first-of-its-kind 

in the market.

• Collaborating and establishing digital partnerships with fast-moving technology players that actively engage a large and complementary digital customer base. 

Through these initiatives, we seek to improve our scale and reach, in order to expand our digital ecosystem to a wider network.

STAKEHOLDER EXPECTATIONS

DIGITAL ACHIEVEMENTS IN 2018

Reimagined Maybank2u 
A complete change of user 

interface based on feedback 

from customers, offering a 

personalised and simplified 

online banking experience

Developed Maybank 
Trade
A mobile trading app that 

was developed in-house 

with enhanced features 

that make portfolio 

management easier

Implemented E-CLEVA
A real-time video assisted 

claims care system for motor 

and fire insurance, allowing 

claims to be processed via 

video calls within 15 minutes

Launched QRPay
A cashless payment 

solution using QR 

codes, the first by a 

bank in Malaysia

Grab Partnership
Formed a strategic 

partnership with Grab 

to drive the acceptance 

and usage of cashless 

payment
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OUTLOOK & PRIORITIES FOR 2019

The key emphasis for the year is data management and utilisation, which covers 

how data is managed, mined, analysed and then monetised. The data usage 

growth has been exponential as we move further into the digital economy. As 

Maybank works on improving its own in-house data management and utilisation 

abilities, another area of priority is the governance of data mining activities to 

ensure that our cyber defence capabilities remain robust. We will prioritise 

investments in infrastructure and monitoring tools on the back of heightened 

concerns over cyber crimes in the financial services industry and given added 

focus on these areas by regulators. As we also anticipate further competition 

in the retail payment space, we will continue to explore cashless payment 

modes that are safe, secure and convenient for customers.

KEY FOCUS AREAS FOR 2018

 Improving customer experience 

A joint initiative between Group Community Financial Services and Group Technology, 

the new Maybank2u website was developed to provide customers with a single 

view of their financial holdings with the bank. By reimagining the online banking 

experience for our customers, we ensured that the website allowed for more intuitive 

interactions and that customers are able to have a consistent experience across 

various electronic devices.

We also worked on standardising the user experience and 

interface of the Maybank Mobile App across the region. 

With the successful launch and adoption of the Malaysian 

Maybank Mobile App, the same mobile app was adopted 

by Maybank Philippines and Maybank Cambodia while the 

app will be rolled out to Maybank Indonesia and Maybank 

Singapore soon. Given that the base code for this App 

was built internally by Group Technology, the ability to 

adopt this app across our other markets can be executed 

quickly and efficiently. Additionally, the QRPay feature 

was included in the mobile app as a convenient payment 

and transfer method enabling seamless mobile-to-mobile 

transfers and purchases for Maybank customers. In the 

fourth quarter of 2018, this feature was further expanded 

to allow merchants to accept payment via QRPay when 

customers present their respective QR codes. This was 

piloted with KFC outlets in the Klang Valley.

MATERIAL RISKS AND OPPORTUNITIES

Material Risks & Opportunities How It Affects Us

Affected 

Stakeholders Our Response 

Risk: 

Malicious cyber activities have become 

more rampant and sophisticated, 

especially in the financial services 

industry.

• Better security awareness and adoption  

and less resistance to security restriction 

implementations.

• Increased frequency of security patches from 

software publishers adds constraints to 

operations.

• Str icter  guidance from regulators in 

implementation of cyber security measures.

• Cyber security awareness campaigns both internally and externally.

• Updating infrastructure design to allow for patch updates without 

impacting service availability.

• Collaborating with regulators and subscribing to international 

feeds that provide insights into global threats and attacks 

allowing for better understanding and preventative measures 

to be applied in our environment.

• Regular cyber war games conducted to enhance response and 

recovery capabilities.

Opportunity: 

Wider adoption of digital trends 

increases customers’ acceptance of 

incorporating banking technology into 

their daily lives.

• Better reception of innovative use of technology 

for banking/payment transactions.

• Development of applications with a key focus 

on user experience and functionality.

• Increased need to implement two-factor 

authentications to prevent phishing attempts.

• Implementation of digital initiatives like QRPay for payments 

and fund transfers and Straight Through Processing for account 

opening.

• New user interface and user experience of Maybank2u.

• Enhanced biometric authentication on our mobile application

• Adoption of the Maybank Mobile App in Cambodia and the 

Philippines.

Opportunity:

With the advancement in data analytics 

and science, banks can create models 

to offer better services to customers 

and improve their risk modelling.

• Higher investment in infrastructure due to 

increased storage and processing power 

requirements to run data models.

• Skillsets required for data analysis and modelling 

is niche and limited in the region.

• Initiated the creation of a universal data lake for Maybank 

Group to effectively and securely house and mine the vast data 

within Maybank.

• Set up an offshore development centre in Bangalore to access 

resources with the necessary mathematical and computing skills.

 Establishing strategic digital partnerships

With technology disruptors focused on creating “sticky” lifestyle propositions based 

on high-volume daily needs such as ride-hailing and food delivery services, Group 

Digital focuses on creating close C-level partnerships with these disruptors to ensure 

Maybank remains the preferred financial services provider for customers in Malaysia. 

These engagements help us maintain a strong relevance with these disruptors,  

re-evaluate our offerings and explore collaborative opportunities. The ultimate aim 

is to ensure that these digital partnerships create better value propositions for our 

customers using convenient, secure and fast digital platforms.
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KEY DIGITAL MILESTONES IN 2018

Group Community Financial Services

• Introduced our reimagined Maybank2u website which led to active users growing by 17% YoY, to reach 5.24 million customers in 2018. 

New features include:

– Goal Savings Plan with a new intuitive digital financial tool to enable our customers to track their savings via an online dashboard 

while earning interest on top of their savings within the duration specified to achieve their savings goal. Over 21,800 goals were 

created with total upfront deposits exceeding RM5 million.

– Credit Card Spending Tracker to provide customers with deeper insights on their spending habits by displaying their expenses 

in 14 categories including transportation, utilities, food and beverages, telecommunication, entertainment and education.

– All-in-one Insurance Dashboard for customers to view their Etiqa Takaful Life and General Insurance policies online.

• First bank in Malaysia to introduce a cashless payment solution, QRPay which has already acquired over 200,000 merchants. QRPay 

offers a quick, secure and new way to accept cashless payments and reduce physical cash holdings. This has contributed to a 43% 

YoY increase in active mobile users to 2.68 million.

• Launched an Online Loan Application platform for Retail SMEs through M2U and M2U Biz in Malaysia. Now SME customers can 

apply for a loan at their own convenience.

• Extended our PayNow service to corporates and acquired over 3,100 accounts since its launch in September, as well as partnered 

Financio to offer PayNow-ready eInvoices in Singapore – featuring a unique and dynamic PayNow QR code with the company’s 

Unique Entity Number (UEN), invoice number, payer name and payment account. This service allows Retail SMEs and Business 

Banking customers to easily track the payments that they receive.

• Introduced a STP-enabled opening of account with video-conference know-your-customer capabilities in the Philippines. This enabled 

4,473 customers to open a savings account and perform banking transactions from the comfort of their homes.

• Introduced Maybank Mobile App for Philippines and Cambodia.

• Enhanced biometric login for Maybank Mobile App (Malaysia and the Philippines) to support Apple’s facial recognition system  

(Face ID) and Touch ID authentication.

• Strategic partnership with Grab to launch GrabPay mobile wallet to accelerate cashless payment adoption across Malaysia.

• The Maybank Trade mobile app, 

developed in-house, was launched in 

January 2018 for the Malaysian market. 

Since its launch, we have achieved 

90% customer engagement and 

maintained a recurring user base, with 

89% of our total active users using 

this app as at October 2018.

• For Singapore, we rolled out KE Trade, 

a smart personalised app notifications 

based on data-driven insights on 

clients’ profiles and preferences. These 

notifications allow our clients to make 

more informed decisions. 

• Our sales force in Thailand were 

empowered with digital tools to 

increase their productivity and provide 

better service through the use of data 

analytics. This resulted in greater 

efficiency as the sales team offered 

precise information tailored to each 

client. Data analysis was also utilised 

to make product recommendations 

based on a client’s risk appetite and 

investment goals. 

Group Global Banking
• Launched Etiqa Application Programming Interface to link with 

various partners including RinggitPlus, Katsana, Maybank2u via 

web and mobile applications. This provides for an improved 

seamless customer experience online. 

• Introduced an online Integrated Road Tax Renewal function for 

customers in selected areas in the Klang Valley. 

• Introduced E-CLEVA – a real-time step-by-step video assisted 

claims care system for motor and fire insurance customers. This 

allows customers to submit their claims via video calls.

• Enhanced straight through processing in the system used by agents 

and insurance advisors. Now, they can use their iPads to enable 

their customers to purchase policies and make claims. 

• Leveraged data analytics to identify prospects and provide 

personalised advice and solutions to customers. 

Group Insurance & Takaful
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Maybank Group’s mission of Humanising Financial Services guides every decision that we make. We believe 
in the importance of doing the right thing and this underpins our dedication in building sustainable, long-
term relationships founded on mutual respect. We remain focused on providing objective and honest advice 
while launching innovative products and services that meet the needs of our customers. Our commitment 
to our mission has led us to become among the top brands globally and receive various accolades, which 
include:

The only Southeast Asian bank to retain this 
award for five years

Brand of the Year
World Branding Award 

Banking, Investment & Insurance category – Gold 
Award winner for nine consecutive years

The People’s Choice
Putra Brand Awards 2018 

Awarded by Brand Finance, we are  
among only eight ASEAN brands named

USD4.2 billion brand value
Top 500 Global Brand 

Our customers are at the forefront of everything that we do. We strive to 

continuously innovate new products and services to meet their evolving needs 

and find improved ways to better our service delivery. Our customer experience 

performance indicators are a testament to our steadfast commitment in improving 

customer service.

NPS +22
up 15 points YoY 
industry leader 
for three consecutive years

98% of complaints 
resolved
within promised 
time frame 
for three years running

Improving Customer Experience

Leveraging Technology and Operations for Greater User Experience

In line with our aspiration to become the Digital Bank of Choice, we continuously 

utilise our technology and operations functions to improve our service delivery 

capabilities. Group Technology helps the organisation explore, embrace and deploy 

cutting edge technologies to achieve business outcomes at speed. Group Operations 

aim to improve the operational throughput and working environment for better 

service delivery while strictly complying with rules and regulations. 

An area of customer service delivery improvement that Maybank has focused on 

is automation, namely for credit processes, branch operations, remittances and 

trade services. Our focus has been on digitalising the back office by migrating 

transactions into e-channels, interfacing the relevant processing systems and 

implementing technologies such as robotic process automation (RPA) and 

application integration for identified processes. This is meant to result in higher 

straight through processing (STP) rates and significantly improve turnaround time 

for specific processes. 

One such initiative undertaken is the implementation of STP for account opening 

and loan applications, which allows customers to perform banking operations 

anytime, anywhere without having to step into a branch. The ongoing migration 

of over-the-counter transactions to online platforms will allow us to maximise 

the benefits of STP capabilities. Separately, we have implemented ICR/OCR 

(Intelligent Character Recognition/Optical Character Recognition) capabilities in 

our trade operations centre resulting in higher STP rates. 

In-line with the global banking industry practice in payments mechanism, we 

have also commenced implementation of SWIFT Global Payments Innovation, 

which will provide clients with certainty and visibility into each payment transacted. 

We will further reinforce the plan to increase STP rates for both local and foreign 

remittance by migrating remittance transactions from branches to our online 

payments platform.

We have also seen the deployment of RPA to help optimise operational processes. 

RPA allows for technology to perform repetitive tasks so that our people can 

focus on more value added activities. While RPA processes have been implemented 

in Malaysia and Singapore, we will roll out its implementation across the Group. 

As technological adoption rises, the risk of cyber threats and frauds becomes 

event more prevalent. Additionally, customers are increasingly exposed to phishing 

attempts as banking services become easier to access. Conscious of these risks, 

we have employed a best-of-breed Security Information and Event Management 

(SIEM) technology. This allows Maybank to perform continuous real-time monitoring 

to detect and quickly respond to any internal or external cyber attack. Meanwhile, 

we have also enhanced our security monitoring by setting up a Regional Security 

Operations Centre.

We also continue to build our internal capabilities to ensure that we are providing 

the right service delivery to our customers. To build on data analytics and science 

that will help us design suitable products and services for customers, Maybank 

has branched out to Bangalore, India and established an offshore development 

centre that provides us with better access to digital talents with the necessary 

data science and modelling skills to address the fast-paced digital banking needs. 

We have also set up a universal data lake for Maybank Group to effectively house 

and mine securely the vast data within Maybank.
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Figure 1: Group Risk Structure

Provides close support and oversight 

within key businesses and countries 

in managing day-to-day risk.

RISK MANAGEMENT OVERVIEW 

2018 has seen us continuing to create value and support the Group in meeting its strategic and business objectives. Group Risk provides oversight of risk management on 

an enterprise-wide level through the establishment of the Group’s risk strategies, frameworks and policies, with independent assessments and monitoring of all risks challenges.

In the continuous pursuit to drive effectiveness, we have Centres of Excellence (COEs), which build on specialisation of risk professionals, providing value-added risk 

insights to support business decision-making. The identified COEs set consistent standards in relation to risk policies, risk reporting, risk modelling and specialises in the 

management of specific risk areas within the Group. 

The key pillars of Group Risk functions are highlighted in Figure 1:

GROUP RISK

Business & 
Country Risk

Group 
Model Development

Group 
Corporate Credit

Group 
Market Risk

Group 
Trading Room Credit

Group 
Model Validation

Group 
Retail Credit

Group 
Portfolio Management

Group 
Non-Financial Risk

Risk Academy Economic & Regulatory Risk Management

Group Chief Risk Officer’s Office Risk Strategy & Transformation

Drives and manages specific risk areas on an enterprise-wide level for a holistic risk view within the Group. 

Supports sustainable and quality asset growth with optimal returns.

Strategic Imperatives Strategic Priorities Objective Action Taken & Outcome

Strengthening 
Asset Quality 
Management 

(AQM)

• Simplify our credit proposal and strengthen 

the end-to-end credit process to enable 

faster, concise and better informed decision-

making.

• Facilitate a more informed decision-making 

process. 

• Reduce the turnaround time (TAT) to improve 

the credit process, specifically in the areas 

of approval and disbursement.

• Utilised multi-disciplined, cross functional 

teams to strengthen portfolio management 

practices and enhance credit processes to 

shorten time-to-decision and time-to-market.

Model Development 
Transformation & 

RWA Optimisation

• Execute capital model development 

transformation.

• Simplification of our Internal Ratings Based 

Approach processes.

• Commence development of A-score models. 

• Reduction in internal model development 

TAT to quicken the decision-making process.

• Enable additional RWA savings.

• Established an end-to-end gated process to 

accelerate model development, focusing on 

scalability and efficiency. 

Balance Sheet 
Optimisation

• Enhance Asset Liability Management 

capabilities.

• Provide more granular information on risk-

returns by business line, product and 

geography.

• Derive a holistic view of balance sheet, profit 

& loss and risk measures.

• Enhance stress test insights on portfolios.

• Facilitate optimal balance sheet returns 

through efficient utilisation of the Group’s 

assets.

• Utilise resources based on forward-looking 

scenarios which considers the business cycles 

of various industries. 

• Utilised multi-disciplined, cross functional 

teams to drive balance sheet optimisation 

principles and governance processes.

• Deployed enhanced capital and risk 

management processes and applications 

supported by robust stakeholder engagement 

and transparent communication.

• Established a Group Portfolio Management 

team to facilitate active portfolio management 

based on economic and operating landscape 

trends.

KEY FOCUS AREAS FOR 2018

Risk has evolved due to the changing business landscape and regulatory environment at the back of technological advancements and globalisation. 2018 saw geopolitical 

and trade-related uncertainties, which contributed to pressure on margins. In light of this, key strategic priorities were established to strengthen our risk resilience and 

to support the Group’s strategic objectives. This is illustrated below:
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TOP 10 PRINCIPAL RISKS

The top 10 principal risks the organisation faced in 2018, arising from the operating environment associated with the key macro risk drivers, identified on page 30 are 

discussed below. We actively manage these risks and ensure a consistent approach for managing the risks across the Group, underpinned by a clear risk appetite, which 

is aligned with the Group’s strategy. The key developments surrounding these risks are explained below:

How It Affects the Group Key Developments in 2018

1. Credit Risk • Risk of loss of principal or income 

arising from the failure of an obligor 

or counterparty to perform their 

contractual obligations in accordance 

with agreed terms.

• Enhanced and tightened credit underwriting standards across the businesses and entities to ensure 

consistency with credit parameters and processes.

• Enhanced the credit evaluation criteria and credit approval process to minimise the risk of facilities 

turning impaired by ensuring that filtering commences at the point of origination, coupled with a 

more cautious stance towards selected industries which have unfavourable outlook.

• Enhanced credit risk policies in conjunction with the implementation of MFRS 9.

• Strengthened the management of accounts with vigilant monitoring, through early detection of 

vulnerable or potential problem accounts, to prevent deterioration of asset quality.

• Recognised the importance of promoting long-term sustainable development, especially on environmental, 

social and governance (ESG) through responsible financing. We have integrated ESG considerations 

into our credit and risk evaluation process for corporate and institutional borrowers across the Group.

• Undertook a strategic infrastructure upgrade for proactive management of treasury products.

• Conducted a review on selected retail loan products to identify opportunities and threats, performed 

a risk-return analysis and analysed the impact of the MFRS 9 implementation.

2. Market Risk • Risk of loss arising from adverse 

movements in market rates/prices 

such as interest rates, foreign 

exchange rates, commodity and 

equity prices.

•  Strengthened market risk monitoring and reporting by instituting new limit types to enhance risk 

management at a more granular level and allow for refined monitoring of basis risks.

• Continued advancement of an automated risk reporting system and dashboard as an effective 

monitoring and decision-making tool.

• Upgraded pricing and risk valuation system for treasury structured products.

• Reviewed and updated Group Market risk policies and limits for both trading and non-trading books.

3. Liquidity Risk • Risk of adverse impact to the 

financial condition or the overall 

safety and soundness of the Group 

that could arise from the inability 

(or perceived inability) or unexpected 

higher cost to meet its obligations.

• Preparation to meet the full Liquidity Coverage Ratio (LCR) standards for qualifying term deposits 

with the transition arrangements ending on 31 December 2018.

• Ongoing management of Net Stable Funding Ratio (NSFR) based on the parameters set in the Basel 

III NSFR rule although BNM has extended the observation period for reporting to 31 December 2019.

• Management of wholesale funding at the overseas centres to reduce an over-reliance on intergroup 

funding and wholesale market.

Strategic Imperatives Strategic Priorities Objective Action Taken & Outcome

Enhanced Operational 
Risk Management

• Development of an Integrated Assurance 

dashboard by audit, compliance and risk.

• Upskilling non-financial risk practitioners 

through targeted learning modules 

(Operational Risk Officers Training). 

• Continuous enhancement on technology, 

cyber and fraud risk management capabilities.

• Effectively manage exposure to operational 

risk.

• Enable business value propositions through 

combined assurance assessments.

• Developed and deployed combined assurance 

mechanisms that allow for a holistic view of 

risk and controls by business line and sector.

• Enhanced governance structure and risk 

capacity to allow for more effective and 

informed risk management decision-making.

Future-Proofing/
People 

Transformation

• Development of risk professionals who are 

forward-looking and agile. 

• Development of best-in-class, future-ready 

leaders who can drive the organisation and 

possess strong thought leadership.

• Strengthen the workforce via internal 

upskilling and/or via external hires for 

succession planning.

• Comprehensive digital and analytical skillsets 

and learning solutions are essential for the 

Group’s future needs.

• Develop a strong talent pool, equipped with 

future-ready, technical and leadership 

capabilities.

• Launch of the Group Risk Academy and 

learning tools to allow for effective upskilling 

of essential technical and leadership 

capabilities.

• Established and implemented a risk learning 

management council and risk faculty to 

facilitate targeted learning and training 

modules.

Oversight Enhancement 
of Overseas Units

• Enabling Governance Agility by streamlining 

oversight structures and communication 

platforms.

• Strengthen our communication strategy and 

communication frequency throughout the 

Group.

• Allows for more informed business and risk 

related decision-making across the Group.
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How It Affects the Group Key Developments in 2018

4. Non-Financial 

Risk

• Risk of loss arising from operational 

events and/or external factors that 

could result in monetary losses or 

negative impact on our brand value 

and/or our stakeholder’s perception 

towards the Group. It comprises 

operational ,  information and 

reputational risk as well as other 

downside risks i.e. the “known 

unknowns”.

• Enhanced non-financial risk policies to reflect improvements in the governance model and updated 

the roles and responsibilities, processes to facilitate identification, assessment and measurement, 

control, monitoring and reporting of non-financial risks.

• Continuous process improvement in product development that focuses on our customers’ long-term 

best interest.

• Transform and digitise learning for continuous upskilling and consistency across the Group.

• Continuous collaboration between the three lines of defence (more on page 67) with the aim of 

safeguarding the Group’s information assets, data protection measures, enhancing the risk and 

control metrics and compliance to related regulatory requirements.

• Strengthened operational controls, fraud prevention and application of consequence management.

5. Information 

Technology (IT) 

Risk

• Risk which impacts confidentiality, 

avai labi l i ty  and integr ity  of 

information and services related to 

information technology that could 

lead to financial losses, disruption 

and reputational risk to the Group.

• Continuous cyber awareness campaigns and assessment of internal readiness based on our Cyber 

Risk Management guidelines.

• Performed cyber risk assessment on our outsourced service providers to ensure they comply with 

our security requirements.

• Continuous upgrades to our IT infrastructure to minimise risk of disruptions and to mitigate risk 

at any single point of failure.

• Rigorous software development life cycle and enforcement of change management.

• Established a cyber defence roadmap focusing on technology capabilities.

• Continuous review and assessment in IT operations to ensure it complies with regulatory requirements.

6. Regulatory Risk • Changing regulations that could 

adversely impact the Group’s 

competitive position and capacity 

to conduct business efficiently.

• Continuous engagement with regulatory authorities.

• Strengthened existing policies, processes and controls in preparation of meeting new and upcoming 

regulations.

• Continuous efforts to improve compliance and awareness culture to meet the applicable laws, 

regulations, and supervisory expectations.

7. Enterprise Risk • Risk of loss to the Group arising 

from business/strategic, industry, 

reputational, corporate governance, 

sustainability and data quality risk.

• Enhanced current Enterprise Risk Report with forward-looking risk analytics and insightful information 

to promote strategic discussion and actions at the Management and Board Level Risk Committees.

• Conducted stress test covering, among others, global economic turmoil and impact on liquidity risk 

due to cyber attacks, which also serve as a forward-looking risk and capital management tool in 

determining capital adequacy and capital buffers.

• Enhanced our reputational risk policy reflecting updated roles and responsibilities as well as 

streamlining process to facilitate identification, assessment and measurement, control, monitoring 

and reporting of reputational risks.

• Real-time monitoring of social media facilitates timely escalation and further minimising our risk 

exposure.

• Launched targeted programmes for talent upskilling to remain relevant.

8. Model Risk • Risk of a model not performing the 

tasks or capturing the risks it was 

designed for.

• Ongoing review, maintenance and enhancements of risk models and tools.

• Adopted new methodologies to enhance the risk-ranking ability of the models.

9. Financial Risk • Risk of not meeting regulatory 

minimum capital requirements and 

inability to maintain a sustainable 

level of profitability.

• Implemented various initiatives including Risk Weighted Assets (RWA) optimisation to improve 

shareholders value and increase capital awareness across the Group.

• The Group focused on improving revenue drivers, both Net Interest Margin (NIM) and fee income 

streams; managing asset quality and maintaining disciplined cost management across key markets 

and segments.

10. Insurance Risk • Risk of loss or adverse change in 

the value of underwritten insurance 

liabilities, due to change in claims 

experience and the underlying 

assumptions on which pricing and 

claims estimations have been made.

• Focused on the implementation of regulatory driven projects such as Motor & Fire de-tariffication 

and New Life Framework.

• Implemented MFRS 9 in relation to investment strategies.

• Development of Stochastic Strategic Asset Allocation model.

• Conducted stress testing for certain tail events.

• Enhancement of Operational Risk Management Culture across the three lines of defence by 

strengthening of controls including but not limited to cyber security control, process automation 

and incident management reporting.
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Risk Management Framework 

The Group’s risk management approach is underpinned by a sound and robust Integrated Risk Management Framework (Framework), which is constantly enhanced to 

remain relevant and resilient ahead of the versatile global risk landscape and changes in regulatory requirements, and leading practices in ensuring effective management 

of risk. The overall structure of the Framework is highlighted in Figure 2:

Principles Risk Appetite 

and Strategy

Governance and 

Risk Oversight 
Risk Culture Risk Management 

Practices and 

Processes

Resources and 

System 

Infrastructure

i. Establishing a risk appetite and strategy, which is approved by the Board, 

that articulates the nature, type and level of risk the Group is willing to 

assume.

ii. Driving capital management by strategic objectives that take into account 

the relevant regulatory, economic and commercial environments in which 

the Group operates. 

iii. Ensuring proper governance and oversight through a clear, effective and 

robust Group governance structure with well-defined, transparent and 

consistent lines of responsibility established within the Group.

iv. Promoting a strong risk culture that supports and provides appropriate 

standards and incentives for professional and responsible behaviour.

v. Implementing risk frameworks, policies and procedures to ensure that risk 

management practices and processes are effective at all levels.

vi. Executing robust risk management practices and processes to actively 

identify, measure, control, monitor and report risks inherent in all products 

and activities undertaken by the Group.

vii. Ensuring sufficient resources, infrastructure and techniques are in place 

to enable effective risk management.

Key Building Blocks

Risk Principles

Risk Appetite

The Group’s risk appetite is an integral component of the Group’s robust risk management 

framework and is driven by top-down Board leadership and bottom-up involvement of 

management at all levels. 

The risk appetite is structured based on the general principles shown in Figure 3. Guided 

by these principles, our risk appetite is articulated through a set of Risk Appetite Statements 

for all material risks across the Group to ultimately balance the strategic objectives of the 

Group. Further information on risk appetite can be found in the Basel II Pillar 3 Disclosure 

on page 15 which is available on www.maybank.com

Overview of Maybank Group’s Integrated Risk Management Framework

Figure 3: Principles of Risk Appetite

Capital
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Figure 2: Maybank Group’s Integrated Risk Management Framework

Maybank
Annual Report 2018

OVERVIEW
PG. 04-21

OUR STRATEGY 
TO CREATE VALUE
PG. 22-30

FINANCIAL CAPITAL
PG. 31-58

INTELLECTUAL CAPITAL
PG. 59-69

66

Group Risk Management



Figure 4: Maybank Group Risk Governance Structure

1st Line 2nd Line 3rd Line

• Own and manage day-to-day risks inherent in 

business, activities including that of risk taking.

• Ensure the business operates within the established 

risk strategies, tolerance, appetite, frameworks, 

policies and procedures.

• Establish frameworks, policies and procedures.

• Provide overall risk governance and oversight and 

challenge the 1st line.

• Support sustainable and quality asset growth with 

optimal returns.

• Ensure compliance to the applicable laws, regulations, 

established policies and procedures.

Provides assurance via independent assessment, review 

and validation of:

• Risk management frameworks, policies and tools 

are sufficiently robust and consistent with regulatory 

standards.

• Controls to mitigate risks are adequate.

• Adequate oversight by the 2nd line over the 1st line.

Group Executive  

Risk Committee (ERC)

Group Asset & Liability 

Management Committee (ALCO)

Group Management Credit 

Committee (GMCC)

Group Non-Financial Risk 

Committee (GNFRC)

Oversees the implementation 

of risk management strategies, 

tolerance, risk appetite limits as well 

as frameworks and policies.

Oversees the management 

of balance sheet structure 

and strategies.

Oversees the approval of loans/

proposals based on a set of authority 

limits.

Oversees the management of 

non-financial risk including the 

establishment and implementation of 

the related frameworks, policies and 

governance structure.

Risk Management Committee (RMC) Credit Review Committee (CRC)

Board level oversight of risk exposures as well as oversight on the effective 

implementation of risk management strategies, frameworks, policies, tolerance 

and risk appetite limits.

Board level oversight of transactional credits underwritten and portfolios.

Board of Directors

Board Risk Committees

Executive Level Management – Risk Management Committees

Lines of Defence

The Group’s ultimate governing body with overall risk oversight responsibility including defining the appropriate governance structure and risk appetite.

Risk Governance 

The governance model adopted in the Group provides a formalised, transparent and effective governance structure that promotes active involvement from the Board 

and senior management in the risk management process to ensure a uniform view of risk across the Group.

Our governance model places accountability and ownership, in ensuring an appropriate level of independence and segregation of duties between three lines of defence. 

The management of risk broadly takes place at different hierarchical levels and is emphasised through various levels of committees, business lines, control and reporting 

functions. The Group’s overall risk governance structure is illustrated in Figure 4:

Maybank Group Risk Governance Model
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Risk Culture 

A strong risk culture is a fundamental tenet of risk management and serves as the foundation upon which a robust enterprise wide risk management structure and 

governance is built. 

The Group’s risk culture is driven by a strong tone from the top and strengthened by the tone from the middle to ingrain the expected values and principles of conduct 

that shape the behaviour, belief and emotional dimensions of employees at all levels of business across the Group. 

We are committed in our journey to continuously embed a positive risk attitude into the core of the organisation, people, processes and tools. We introduced an 

integrated assurance platform, known as the Controls – Information System for Integrated Governance and Hotspots Tracking (C-InSIGHT), which provide a single and 

collective view of all risk controls, compliance and governance. This ensures risk considerations are embraced by all employees. 

Stress Testing 

The Group’s stress testing programme is embedded within risk and capital management process and also is a key function of the business planning process. It serves 

as a forward looking tool to facilitate the understanding of the risk profile under extreme but plausible events that may be contributed by various factors such as 

economic, political and environmental and ascertain the impact to the Group and how this can be proactively managed. 

During the financial year, we conducted a number of stress tests arising from the challenges in the domestic and regional operating landscape to assess our ability to 

withstand prevailing and emerging risks. Some of these stress tests include the impact of a trade war on the economy and tightening of monetary policies by major Central 

Banks. Further information on stress tests that were conducted can be found in the Basel II Pillar 3 Disclosure on page 14 which is available on www.maybank.com

Responsible Lending 

Our long-term financial success depends upon our ability to identify and address environmental, social and governance issues that present risks to, or opportunities for 

our business. With this, we remain steadfast in working with the businesses to drive efforts on responsible lending though a continuous review and enhancement of the 

ESG policy for the Group. Details of the ESG policy can be found in the Sustainability Statement on page 113 and the Sustainability Report which is available on  

www.maybankfoundation.com

PRIORITIES FOR 2019

In response to the potential risks and challenges discussed on page 30, the strategic imperatives for 2019 are as follows: 

Strategic Imperatives Strategic Priorities Why Is It A Strategic Priority Key Focus Areas 

Enable Active

Portfolio

Management

• Enhance house view on economic trends 

and industry outlook.

• Strengthening risk-return analytics.

• Develop more robust stress testing tools.

• Allows for timely reshaping of Group’s 

portfolios.

• Enables quicker and more informed 

business decision-making.

• Strengthen analysis on industries and 

economic headwinds.

• Enable decision-making based on the 

outcome of our portfolio stress test.

Develop Integrated 

Assurance, Analytics

& Insights

• Develop control and assurance insights.

• Enhance analytical tools and models.

• Allows for an integrated view of assurance 

concerns.

• Enables identification of areas that require 

control enhancements.

• Identification of non-financial risks and 

appropriate risk management mechanisms.

Enhance Governance 

Agility

• Streamline governance structures. • Allows for faster decision-making.

• Enables greater focus on strategic 

imperatives.

• Effectiveness and efficiency of risk 

governance structures.

• Review all risk management decision-

making processes.

Future Risk Capacity 

Building

• Enhance and strengthen technical and 

leadership capabilities within Group Risk.

• An evolving economic and operating 

landscape requires agile risk professionals 

that can adapt to the changing requirements 

in risk management.

• Technical, analytical and digital risk 

management skillsets.

• Developing agile leaders that are capable 

of adapting and responding to rapid 

change.
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OUTLOOK & PRIORITIES FOR 2019

Bank Negara Malaysia has called upon financial institutions to play a more active role in combating financial crime and in addressing emerging risks caused by rapid 

technological advancements. With this aim, we look to build a proactive and future-proof compliance culture across Maybank by:

• Continuously enhancing the capabilities and capacities of FCC, particularly by improving customer screening, combating the financing of terrorism (AML/CFT) and 

processes that prevent money laundering.

• Ongoing efforts to inculcate and strengthen the compliance culture in Maybank.

• Continued use of technology to automate workflows and improve compliance management and monitoring.

Promote a strong compliance culture that inculcates a sense of 

responsibility in all our staff so they comply with laws, rules and 

regulations and minimise regulatory risk across the business.

Build the necessary capacity and infrastructure to comply with 

evolving regulatory requirements.

KEY FOCUS AREAS FOR 2018 

  Further strengthen and institutionalise compliance culture  
among Maybankers

We undertook initiatives to provide timely updates on new regulatory developments. 

This ensures that every Maybanker constantly complies with regulations and 

galvanises them into business as usual activities and responsibilities. These initiatives 

include: 

(i) The management team of Group Compliance visiting and responding to queries 

on compliance from employees of bank branches across Malaysia.

(ii) Organising sharing and coaching sessions on critical compliance areas at 

branches identified with high risk of non-compliance.

(iii) Collaboration with Group Human Capital to roll-out a series of refreshers on 

Maybank Group’s Code of Ethics and Conduct and key regulations.

(iv) Undertaking a compliance culture assessment to measure the level of compliance 

awareness among Maybankers and to identify areas of improvement.

 Transform compliance approaches and systems 

We deployed compliance enabler tools for workflow automation and an electronic 

platform to share information among our compliance departments. This enables us 

to cascade real-time updates and compliance-related information as well as to 

minimise errors arising from manual inputs. We also reviewed critical compliance 

areas, particularly in financial crime compliance (FCC), foreign exchange administration 

(FEA) rules and global market regulations to identify gaps in the existing operating 

model/framework and develop the appropriate solutions.

 Strengthening Financial Crime Compliance (FCC) 

We have increased manpower of the FCC operations team to 82 in 2018 from 67 

in 2017. To support the Government’s Skim Latihan 1Malaysia (SL1M) training scheme, 

Group FCC team trained 32 graduate trainees; 16 of them were eventually hired by 

Group FCC. We have also added additional functions such as the transaction 

monitoring alert investigation for Labuan and Hong Kong and have established 

customer due diligence centres in Butterworth and Johor Bahru to centralise the 

function across the CFS branch network.

MATERIAL RISKS AND OPPORTUNITIES

Material Risks & Opportunities How It Affects Us

Affected 

Stakeholders Our Response 

Risk: Increased regulatory focus on 

compliance, culture and conduct.

Employee misconduct could adversely impact the 

Group’s profitability and reputation, or lead to 

regulatory censure.

Ongoing initiatives to foster a culture of regulatory 

compliance and instil a sense of responsibility to mitigate 

the risk of non-compliance among Maybankers.

Risk: Rapid evolution of regulatory and 

supervisory requirements arising from 

digital disruption to the financial services 

industry.

Untimely enhancements could impact the Bank’s 

competitive position and capacity to conduct business 

efficiently. Future-proofing of business processes and 

systems to enhance operational effectiveness and 

ensure long-term sustainability.

Timely enhancements to our system and processes to 

ensure we constantly comply with regulatory and industry 

requirements.

Risk: Emerging challenges in financial crime 

compliance (prevention) due to fast pace 

changes in technology, product innovation 

and criminal threats.

Financial regulators’ standards on financial crime 

prevention remains high around the world, resulting 

in more stringent rules, increased scrutiny and higher 

expectations.

Developing solutions and enhancements to better identify, 

deter and combat financial crime, which is a critical area 

for the Bank.

STRATEGIC OBJECTIVE

Group Compliance is committed to:
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